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Objectives
Ø Define and differentiate the meaning of: Critical 

Infrastructure, Critical Lifelines & Critical Facilities.
Ø Identify threats of most concern to electric, water, gas, 

and waste water infrastructures, and potential 
consequence impacts to each

Ø Identify critical infrastructure and all hazard incident 

management



A World of . . . Systems



A World of . . . Reliance



Critical Infrastructure, Lifelines, 
and facilities

*Critical Infrastructure are systems and assets, whether physical or 
virtual, so vital that the incapacity or destruction of such systems and 
assets would have a debilitating impact on security, economy, public 
health or safety. 
Adapted from http://www.floridadisaster.org/GIS/critical facilities/index.htm 

*Critical Lifelines are services of critical systems and facilities that are 
vital to the function of a community and important to the emergency 
response to and recovery from disasters. 
Adapted from: http://mceer.buffalo.edu/infoservice/reference_services/lifelines.asp

http://mceer.buffalo.edu/infoservice/reference_services/lifelines.asp


Critical Infrastructure, Lifelines, 
and facilities

*Critical Facilities are structures from which essential 
critical lifelines and services and functions for victim 
survival, continuation of public safety actions, and disaster 
recovery are performed or provided. 

Adapted from http://www.floridadisaster.org/GIS/criticalfacilities/index.htm 



Critical Infrastructure, Lifelines, 
and facilities

• Electrical Grid – the interconnected network for generation, 
transmission of, and distribution of electricity to individual customers. 

• Drinking Water Systems – Local or regional systems providing source 
and treated water for human consumption 

• Natural Gas Systems – the interconnected network for gathering, 
transmission of, and distribution of natural gas to individual 
customers 

• Wastewater Systems – Local or regional systems to process waste 
water into effluent 



Critical Priorities
#1: Life Safety
#2: Incident Stabilization
#3: Property Conservation / Environmental Protection
#4: Restoration of Commerce 
� System Restart / Service Restoration (Lifelines) 
� Business Continuity
� Brand / Reputation Protection / Wall Street
� Regulatory Compliance 
� Governmental Oversight 



Systems Under Threat. . .



Systems Under Threat. . .

• Natural Gas Systems
• Dam Systems
• Critical Facilities
• Hazardous Facilities
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All-Hazards Threats



Systems Under Threat. . .



Reoccurring Issues for Critical 
Infrastructure Incidents and 
Events

• Too many people reporting to one supervisor 

• Different emergency organizational structures within (from normal 
day-to-day) and between organizations

• Lack of reliable incident information
• Inadequate and incompatible communications
• Lack of structure for coordinated planning among in- house groups
• Unclear lines of authority

• Terminology differences among in-house groups and outside agencies

• Unclear or unspecified incident objectives



Bridging the Gap
• Life Safety
• Damage Assessment
• Restart
• Critical Facilities Restoration
• Bulk Customer Restoration
• Remaining Customers
• Estimated Time of Restoration (ETR)
• Communications / Messaging
• Regulatory / Political
• Wall Street



Bridging the Gap



Bridging the Gap



Industry in All-Hazards 
Planning



Standardization - NQS and 
Critical Infrastructure IMT
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Industry Incident Action 
Planning



Industry Planning Results



The Final Bridge to Unity of 
Effort – Training and Exercise



Conclusion
Analyzing Past and Present Practice:
+Time
+Technology
+Experiences
+Expectations
+Relationships
= Future Success




